EXHIBIT F

EASTLAKE POLICE neident Rumber
Incident / Offense Report 22-00762
Method Received Time Received Time Dispatched Time Arrived Time Cleared:
Incident R 04/22/2022 14:18:42 04/22/2022 14:18:46 04/22/2022 14:20:00 04/22/2022 15:46:43
Report Date / Time Incident Occurred From Incident Occured
Date Time Date Time Date Time
Friday 04/22/2022 15:46:43 Tuesday 04/05/2022 Friday 04/22/2022 14:18:42
Location of the Incident (Street #, Street, Apt. #, City, State, Zip) Zone
35353 CURTIS BL EASTLAKE OH 44095 WILLOUGHBY EASTLAKE BOARD OF EDUCATION 001
Persons: STEPHEN L THOMPSON - WIT Property:
Involved:  yyyj 1 JAM J BOXLER - SUS
ANDREA L TREDENT - WIT Amount:
W/E BOARD OF EDUCATION - VIC
CATHERINE BEAL - PRP
i Type: ATT FRAUD
Units: Officers:
Ist: 0858 BRIANNA M FAWCETT
2nd:
3rd:
4th:
Sth: Photos: 0
Codes: Descriptions: OFFENSES
2699A ATT. FRAUD 2913.02A
Weapons Used: Trade Marks: Hate Bias
NONE
Entry: Location Type:
Other Business Office
Refer to Arrest: Incident #: Tow#: Dispatcher: SHH Officer in Charge: 0082  Entry I[d: AER
Case Status: CLOSED Cleared Date: 04/22/2022 Cleared By: 0084
Narrative:  22-00762 Page: 1
W/E BOARD OF EDUCATION REPORTING A FRAUD COMPLAINT.
PTL BRIANNA M FAWCETT
Reviewing Supervisor: Bureau Supervisor: OfficerWWE - Beal/Boxler - 000023




Incident Number

Page # 2 Persons Involved with Incident
Incident #: Relation: Arrest #: CAD #:
2200762 WIT
First Name: Middle Last Name: Til: DOB:
STEPHEN L THOMPSON ]
Street #: Street Name: Apt: City: St:  Zip:

Hgt: Wgt: Hair: Eyes: Race: Sex: Physical Marks:

Offenses: 2699A ATT. FRAUD

Resident Class: Suspected of using:

22-00762
Date of Contact: Phone:
04/22/2022
SSN: Pager:
Cell Phone: Employer Phone:

Victim Type:

~ Other / /
Incident #: Relation: Arrest #: CAD #: Date of Contact: Phone:
2200762 SUS 04/22/2022 - -
First Name: Middle Last Name: Til: DOB: SSN: Pager:
WILLIAM J BOXLER ] e
Street #:  Street Name: Apt: City: St:  Zip: Cell Phone: Employer Phone:
Hgt:  Wgt: Hair: Eyes: Race:Sex: Physical Marks:
Offenses: 2699A ATT. FRAUD
Resident Class: Suspected of using: Victim Type:
~ Other / /
Incident #: Relation: Arrest #: CAD #: Date of Contact: Phone:
2200762 WIT 04/22/2022
First Name: Middle Last Name: Til: DOB: SSN: Pager:
ANDREA L TREDENT ] e
Street #: Street Name: Apt: City: St:  Zip: Cell Phone: Employer Phone:
Hgt:  Wgt: Hair: Eyes: Race:Sex: Physical Marks:
Offenses:
Resident Class: Suspected of using: Victim Type:
~ Other / /
PTL BRIANNA M FAWCETT

Reviewing Supervisor: Bureau Supervisor:

\Wfficeta o Roxlar - 000024




EASTLAKE POLICE Incident Number

Page# 3 Persons Involved with Incident 22-00762
Incident #: Relation: Arrest #: CAD #: Date of Contact: Phone:
2200762 VIC 04/22/2022
First Name: Middle Last Name: Til: DOB: SSN: Pager:
W/E BOARD OF
Street #: Street Name: Apt: City: St:  Zip: Cell Phone: Employer Phone:
35353 CURTIS BL EASTLAKE OH 44095
Hgt: Wgt: Hair: Eyes: Race: Sex: Physical Marks:
Offenses: 2699A ATT. FRAUD
Resident Class: Suspected of using: Victim Type:
/ / Other
Incident #: Relation: Arrest #: CAD #: Date of Contact: Phone:
2200762 PRP 04/22/2022
First Name: Middle Last Name: Til: DOB: SSN: Pager:
CATHERINE BEAL
Street #: Street Name: Apt: St:  Zip: Cell Phone: Employer Phone:
Hgt:  Wgt: Hair: Eyes: Race:Sex: Physical Marks:
Offenses: 2699A ATT. FRAUD
Resident Class: Suspected of using: Victim Type:
~ Other / /
PTL BRIANNA M FAWCETT

Reviewing Supervisor: Bureau Supervisor: \Wfficeta o Roxlar - 000025




EASTLAKE POLICE Incident Number

Investigative Report Title / Subject: NARRATIVE 22-00762

On April 22nd, 2022 at approximately 1430 hours Det. Lt. Begovic, Det. Sgt Sevel, Det. Kresja and I, Ptl
Fawcett #84, responded to the Willoughby-Eastlake Board of Education to meet with Catharine Beal, Public
Relations Coordinator for the Willoughby-Eastlake City Schools regarding a fraud complaint.

Upon arrival, responding officers reported to a private office to meet with Catherine. Catherine stated that on
March 31st, 2022 she was instructed by the Superintendent (Dr. Steve Thompson), to provide the Gmail
account and password for the levy to the levy committee. Members of the committee consisted of Nick Brown
and William Boxler. She advised afterward, William, the liaison for the levy committee, accessed the district's
administrative account for PowerSchool utilizing her password.

Catherine advised that on April 5th, 2022 she received a notification from Google that her account had a new
login from a windows device. She noted that she thought that this was odd because her work and personal
devices are all Apple products. Catherine advised that she did not think much of it at the time but later learned
that on April 6th, 2022 an unknown person using I[P Address 71.74.252.129 viewed seven pages on the
District's Administrative Account for PowerSchool using her login information. She cited that the person had
accessed this account for 41 minutes. Catherine explained that she contacted PowerSchool to obtain this
information. She stated that she inquired about the seven pages viewed, however, it reportedly could not be
determined by PowerSchool which pages were looked at.

Catherine continued that Dr. Thompson received a phone call from William on April 6th, 2022. Catherine
stated that it was her understanding during this phone call that William informed Dr. Thompson that, when he
logged into the wecontinuedexcellence account, he located several saved passwords. She reported that William
expressed concern that others may have had access to this information, noting that the passwords saved have
not been changed since 2012. She added that William recited Dr. Thompson's password to him. Catherine
stated that she was told Dr. Thompson had difficulty understanding what William was trying to explain. She
stated subsequently Dr. Thompson requested that William contact Andrea Tredent referencing this
information. Catherine advised Andrea handled most of their IT concerns. Catherine chronicled that Andrea
contacted William, at the request of Dr. Thompson. She said that during William and Andrea's conversation,
she believed William disclosed signing into the District's Administrative Account for PowerSchool stating it
was an "accident".

Catherine noted that William owns an IT company and works IT for Breckenridge. She said that before this
incident, she never knew that saved passwords could be accessed through your web browser. Catherine walked
officers on how William would have accessed the concealed/saved passwords. She showed us that William
would have had to click on each eyeball icon to view every individual password.

Catherine added that it appeared that there was an attempt to access the Levy's Facebook account. She said that
she received a phone call due to her number being tied to the 2- step verification process claiming that
someone was trying to access the account. Catherine advised that when she received this phone call she began
to become concerned. Catherine stated that she then reported the incident.

Catherine stated that it did not appear that any records have been altered or that any money was taken. She said
she was concerned about what information could have been compromised. She stated that PowerShool
contains student's FERPA (Family Educational Rights and Privacy Act information). She described this
information as private and said that it could contain sensitive matter such as protection orders, current

By: PTL BRIANNA M FAWCETT Badge# 0084 Date: 05/11/2022 Time: 00:00:00 No. 001 Page #: 4

Reviewing Supervisor: Date: ______ wWE Beal/Boxler - 000026




EASTLAKE POLICE Incident Number

Investigative Report Title / Subject: NARRATIVE 22-00762

addresses, etc.

Catherine learned that the IP Address 71.74.252.129 that was used to access the administrative account had
also been used to sign into the PowerSchool for

We requested to speak with Andrea, after learning that she was currently working on site. Andrea met with us.
She acknowledged receiving a phone call from Dr. Thompson on April 6th, 2022. She confirmed that it
appeared as though Dr. Thompson had difficulty understanding what William was trying to explain to him.
She said that she cleared it with Dr. Thompson that she could speak with William directly. Andrea explained
that it was not common for her to converse with a board member but after receiving consent, she spoke with
William as requested. Andrea advised that William informed her that he logged into the levy committee email
address and realized there was account information saved in that Gmail account. Andrea reported that William
locating this information from an IT perspective was considered normal practice. Andrea stated that William
indicated that he would delete the saved information but was concerned because the password hadn't been
changed for a long time.

We asked Andrea if William ever mentioned accessing any accounts with the passwords located. Andrea
stated that he had not. She described the conversation as very brief. Andrea emailed Det Kresja and I a typed
statement, which is attached this report. Det. Lt. Begovic, Det. Sgt Sevel, Det Kresja and I, requested
Catherine ask Dr. Thompson for a written statement referencing his aforementioned interaction with William.

Dr. Thompson later emailed us his statement which is also attached to this report.

On May 2nd, 2022 at approximately 1300 hours, Det Kresja and I responded to William's residence, -
in_. William greeted us at the door and invited us into his residence. He escorted us to
his kitchen table. William stated that he was confused and expressed that he had "no idea" why we were there
to speak with him. William was advised the reason for our presence and agreed to continue to speak with us.
William stated that he received access to the levy's Gmail account approximately a month ago. William said
that he logged into the "wecontinuedexcellence" account and observed several saved passwords.
William was asked about how many saved passwords he viewed. He replied that he was not sure but recalled
viewing the passwords belonging to both Catherine and Dr. Thompson's. William stated that he was shocked
to see this information. He said he was distraught and in disbelief he used Catherine's saved password to log
into District's Administrative Account for PowerSchool, which was successful. I asked William why he would
log into the account instead of just notifying the appropriate party of his concerns and he replied out of
curiosity. William said he did not think that the password would actually work. William acknowledged that he
is not authorized to have access to the district's administrative account for PowerSchool.

William denied accessing any other pages other than the opening page which he admittedly states look
significantly different than a- account. William stated that immediately after successfully logging in to
the PowerSchool account he contacted Dr. Thompson to advise him of the saved passwords. William advised
that he recited Dr. Thompson's password to him during this call.

He said that he then spoke with Andrea Tredent due to Dr. Thompson's lack of understanding of the matter.

I asked William about logging into the School's Levy's Facebook page. William said he attempted to reset the

By: PTL BRIANNA M FAWCETT Badge# 0084 Date: 05/11/2022 Time: 00:00:00 No. 001 Page #: 5
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EASTLAKE POLICE Incident Number

Investigative Report Title / Subject: NARRATIVE 22-00762

Facebook password by using the saved passwords located from the "wecontinuedexcellence" account because
work need to be completed but he did not have access yet. William said that Catherine previously was in
charge of the Levy page. He advised he was later granted administrative access which allow him to use the
Facebook account.

William said the unauthorized access to the District's Administrative Account for PowerSchool occurred
while he was at his residence in_ from his Window's device. He added that his internet provider
was-. IP Address 71.74.252.129 is assigned to _ This would be consistent
with his provider. William was asked to complete a statement on his behalf to attach to this report. William
advised that he would email his statement to either Det Kresja or I. He was provided business cards for both of
us.

As of May 8th, 2022 I have yet to receive a statement from William.

On May 9th, 2022 prosecutors Rick Perez (Willoughby Police Department) and Laura DePledge (Eastlake
Police Department) ruled that this case would not be charged criminally. The recommendation was to be made
that the situation be handled administratively. Detective Kresja informed me that he would be notifying the
respective parties.

REPORT STATUS: CLOSED, WPD IR# 22012223 is attached.

By: PTL BRIANNA M FAWCETT Badge# 0084 Date: 05/11/2022 Time: 00:00:00 No. 001 Page #: 6

Reviewing Supervisor: Date: ______ wE Beal/Boxler - 000028




EXHIBIT G

Catharine Beal

Catharine.bealﬁweschools.org

April 22, 2022

To the Willoughby and Eastlake Police Departments,
First and foremost, | would like to thank you for meeting with me regarding this matter.

| have been an employee of the Willoughby-Eastlake School District since 1985 and this is the
first time (as it appears) that | am aware of that such an egregious act has been committed
against me. It is with disbelief that | make this statement and explain to you that my passwords
and username were not only searched for, without my consent, but also used without my
knowledge or permission to log into a FERPA protected website along with additional sites.

I believe | have not only been violated, but | was taken advantage of, by another person
because of my lack of expertise in technology. When it was explained to me by our technology
representative that this was not typical behavior, this became even more shocking.

| greatly appreciate your assistance with this matter and determining whether or not this act
warrants further action and look forward to providing you with any additional assistance.

Sincerely,

(2 VI S—

Catharine R. Beal

WE - Beal/Boxler - 000029
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2/22/22

3/28/22

3/29/22

3/29/22

7:00 p.m. Zoom Bruce Allaben, Tammy Gynn, Nick
Meeting  Brown, Bill Boxler (said he would
attend but he did not)
This meeting was held to discuss and transition the Willoughby-Eastlake Levy Committee from Bruce Allaben and ITEM 1
Catharine Beal to the new committee: Nick Brown, Bill Boxler, Tammy Gynn. (Zoom Meeting)

Prior to the meeting (not sure of the date but within one week) Steve Thompson had explained to me that Bill Boxler
was going to be the Liaison for the Board of Education to serve on the new levy committee. It was explained to me
(by Dr. Thompson) that Mr. Boxler and Mrs. Bair and asked Dr. Thompson to see that | turn over all levy information
in my possession to the new committee. | was instructed to give them the login and information for the levy website:
Supportweschools.org, the information for the bank accounts related to the levy, the email address used by the levy
committee and any other pertinent information that was in my possession. It was explained to me by Dr. Thompson
that the board had given him these instructions and | should comply.

On the evening of 2/22/22, the information for the website and email address was turned over to the committee that
met, via zoom. (Nick Brown, Tammy Gynn)

9:06 pm  Email From Bill Boxler to Catharine Beal

Mr. Boxler emailed me and asked for the levy username and password for the website. (See email) ITEM 2
5:40 p.m. Email From Catharine Beal to Bill Boxler

| emailed Mr. Boxler with the information requested. (See email) ITEM 3
5:51 p.m. Email From Mr. Boxler to C Beal

Mr. Boxler’s reply. Thank you..... (see email) ITEM 3
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Week of
3/31/22

3/31/22

3/31/22

3/31/22

4/5/22

Phone Lawrence Vittori (W—E Board

Call Member)
I was called by Lawrence Vittori (board member) and asked if | would participate in a phone call for the levy. He
stated that they were in need of help and guidance.

11:34am Email Wecontinuedexcellence@gmail.com
| received an invitation to a virtual meeting with Mr. Boxler, Mr. Vittori, Mr. Brown

4:10pm  Email Wecontinuedexcellence@gmail.com
| received an updated invitation to a virtual levy meeting with Mr.
Boxler, Mr. Vittori, Mr. Brown

7:00 pm  Virtual Mr. Boxler, Mr. Vitorri, Mr. Brown

levy

meeting
Meeting focused on discussion regarding levy materials, how to do mailings, postage, signs, etc. CB stated during the
call that they should have everything they need (website, email, past records for board of election reporting) and
asked if they needed anything else. No other requests were made.

7:48am  Email From google to CB Personal email

I received an email from google stating that there had been a new login form a windows device. | had been at work
the evening before and had logged into a windows device (which | received an email notification for). At first |
thought that perhaps it was related to my work the night before and dismissed the email. As | went over this in my
head during the day, | reviewed my actions and was relatively certain that | had logged out of the device at work. It is
also shown that in fact | did log out since the last activity was on 4/4/22. Because of this, | went to my gmail account

_and changed the password.

The passwords that were saved on wecontinuedexcellence@gmail.com are attached as item 10.

N/A

ITEM 4

ITEM 5

N/A

ITEM 6
ITEM 7
ITEM 8
ITEM 9

ITEM 10
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a/5/22

4/5/22

a/6/22

a/6/22

***1 did not think to check the IP address at the bottom of the page in the “details” box, which | wish | had. A few
days later | did contact google to find out if there was some way they could assist me to learn the IP address of this
login. | did a live chat, sent an email and also had a phone help request. The result of all 3 help sessions was that they
could not give me that information at that level of support.

IF THERE IS ANY WAY POSSIBLE TO LEARN WHETHER OR NOT THIS ACCOUNT WAS COMPROMISED | WOULD
GREATLY APPRECIATE THE HELP. THIS GOOGLE DRIVE CONTAINS

. IFIN FACT IT WAS COMPROMISED, | WILL NEED TO TAKE FURTHER
ACTION WITH ALL OF OUR FINANCIAL INSTITUTIONS.

PLEASE HELP ME WITH THIS IF YOU CAN.

12:08 pm
| changed my password to my gmail account

3:35 pm Willoughby-Eastlake Facebook

Notification (This was not discovered

until later in the day)
After receiving the evening notifications about passwords being seen (from Dr. Thompson) | began to check accounts
that may have been compromised. When checking, | learned that this one had been compromised earlier in the day
at 3:35 pm. The notification stated that there had been a recent login from IP address 71.74.252.129 (This account is
not our currently active Facebook)

Approx. Phone | received a phone call from California
6:00 pm  call
This call came to my personal phone | llanc ! did not answer because | did not recognize the number.

Approx.  Phone 2" phone call from California
6:01 pm call

ITEM 11

ITEM 12

ITEM 13

N/A
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4/6/22

4/6/22

4/6/22

| received a second phone call from California and decided to answer the call. It was an automated message with an
authentication code to log into facebook. | believe (but am not positive) this was for the second and now active
district Facebook account since that is linked to my phone number. This facebook account is also linked to my work
email address, Catharine.beal@weschools

6:53 pm  Login My password and username were

used to log into Powerschool
I learned this information on the next day when Andrea Tredent, the Willoughby-Eastlake Director of technology had
the records sent to me from the district surrounding my passwords. It was determined that someone using the IP
address 71.74.252.129 had compromised my account. There had been 7 page views over the course of 41 minutes.

I have attached a screenshot of how powerschool looks when a parent logs in and also a screenshot of how it looks
when an administrator logs in, which my account is an administrator account. You will see that the 2 are drastically
different and can’t be mistaken for each other. T

This data is provided in the document labeled item 13.

7:07 pm  Text From Dr. Thompson
Dr. Thompson texted me and asked for the phone number of Andrea Tredent.

approx. Phone Dr. Thompson

7:15pm  call

I had a phone conversation with Dr. Thompson and he explained to me what had occurred. He stated that he did not
have the technology ability to explain it but said that Mr. Boxler had called him and said he could see passwords. He
told him he could see passwords for me as well as other people. He asked Dr. Thompson if || was familiar
and Dr. Thompson said yes, that was his password. Mr. Boxler explained that it was because he had access to the
accounts passed to him for his levy liaison position. Dr. Thompson was told me that he was not sure if Mr. Boxler had
said it was the email address or website. | spoke with Dr. Thompson about how this had happened and how he would
have obtained them. At that time, | was still not able to figure it out.

Dr. Thompson told me that he had called Andrea Tredent and she was going to call Mr. Boxler to try to find out what
had happened. Dr. Thompson also asked me to write down everything that had happened so that we could figure out

N/A

ITEM 14
ITEM 15

ITEM 16

N/A

N/A
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4/6/22

4/6/22

how to secure the passwords and work with Andrea to resolve the issue. | began a spreadsheet and also shared it
with Andrea so that we could document all facts. She also entered the information that she knew. This is labeled
Password Record.

I do not know what time Mr. Boxler originally called Dr. Thompson.

7:17 pm  Phone Andrea Tredent

Call
I spoke with Andrea to try to find out what had happened. | explained that | had given Mr. Boxler and Mr. Brown Items shown to polic
access to the email address and levy website. | had deleted all emails and items from the google drive on the levy But not given due to

email address, wecontinuedexcellence@gmail.com, but had no idea that it was possible for passwords to be stored Passwords listed.
and then be compromised. | later learned that this was in fact the case. Had | known that prior to giving up this

information to the Board, | would have deleted it as well. Andrea explained to me that most likely | had stored

passwords without realizing it and that this was most likely what had happened. She told me to change my

passwords.

I searched the internet to attempt to figure out what had happened and began to discover how to find saved
passwords in the web browser under the email account. When | did this, | found several passwords, login names and
the websites associated with them. | also found out that it took several steps to “uncover” the passwords to include
clicking on an icon of a closed eyeball on each one that had been saved. It became obvious to me that someone had
to click on each eyeball to see what each password was, the username for each password and the URL associated
with each one. | then became concerned about the email | had received the day before and checked my personal
accounts so that | could see what had been saved. In my personal account, | found that in total, between all accounts,
there had been more than 100 passwords at risk.

I began to change all passwords, which took several days to complete.

7:46 pm  Phone Andrea Tredent
Call
| again spoke with Andrea out of concern for what | had learned. She told me that she had spoken with Mr. Boxler N/A
and he explained that he had logged into the levy email address and saw the saved account information for the
previous user (me). He said he would wipe out the saved information but was concerned since others had access to
the account. She also told me that | should change all passwords and tell Dr. Thompson to do the same.
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4/6/22

4/6/22

4/6/22

4/6/22

8:11pm  email Andrea Tredent
Andrea sent me the instructions to reset my work email passwords but | was not successful in trying to do that. This N/A
was changed the next morning.

9:05pm  Phone Andrea Tredent

call
I spoke with Andrea to find out how Dr. Thompson’s passwords and mine would sync. Or if that was possible. Andrea
explained to me that it was only when passwords were signed in and saved. She said she did not see passwords saved
when she had helped Dr. Thompson in the past. She thought it would only be his current email and active email
directory. She told me she was planning to check on security breaches in the morning when she went to work.

After

9:05 pm

Along with what I had been told by Andrea, | searched the internet to attempt to figure out what had happened and
began to discover how to find saved passwords in the web browser under the email account. When | did this, | found
several passwords, login names and the websites associated with them. | also found out that it took several steps to
“uncover” the passwords to include clicking on an icon of a closed eyeball on each one that had been saved. It
became obvious to me that someone had to click on each eyeball to see what each password was, the username for
each password and the URL associated with each one. | then became concerned about the email | had received the
day before and checked my personal accounts so that | could see what had been saved. In my personal account, |
found that in total, between all accounts, there had been more than 100 passwords at risk.

I began to change all passwords, which took several days to complete.

At that time, | also logged into the Facebook accounts (listed above) and learned that they had been compromised. In
the private message section of this account, parents do at times, send information about their children/student.

11:32 pm  Email Andrea Tredent
After several attempts, | had still not been successful at changing my work password and emailed Andrea to let her
know.
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a/7/22

4/7/22

4/8/22

4/12/22

8:17am  Email Andrea Tredent

| received an email address from Andrea with instructions for a password reset for my school accounts and also the
history for my powerschool account. It showed that the same IP address had been used to log into my powerschool
account as had been used for the Facebook logins.

8:30am  Meeting Andrea Tredent

I met with Andrea and she had explained to me what had happened and how it had happened. We reviewed on my
accounts on the computer in my office to see if | had properly secured my accounts moving forward. | explained that
I was very upset to think that someone acting as a liaison from the Board of Education would have done that and
logged in to see my passwords, especially because he owned an IT company and was an IT consultant for people in
the community. She said that as an IT person she would have also checked to see if there were saved passwords,
which can be seen on the first page of the security page in google security. This page, she explained will only show
that a person has “x number of saved passwords.” She said that at that point, a knowledgeable person sees this and
if it were her, she would have contacted the person with the saved passwords. We discussed the fact that from
there, you have to click to go to the saved password page and then click on each password to reveal what they are.
She said she would not ever do that because it was not responsible. | believe (but | am not positive) that she talked
about that fact that this was not legal, to reveal a person’s passwords and then use then without their knowledge.

I did know however, because | had spoken with an attorney, that obtaining a person’s passwords without their
consent and then using them without their knowledge is in fact not legal. Additionally, doing this in the workplace to
an employee was not ethical or moral. | had also felt that my workplace had become an extremely uncomfortable
environment because it was implied that | had been irresponsible based on Mr. Boxler’s comments about his
concerns that the passwords were on the internet.

| cannot remember how | learned this information but it was shared with me that the IP address used to access my
work powerschool account and the Willoughby-Eastlake Facebook accounts was the same IP address that was used
by the Boxler household to log into their family accounts.

3:42 pm  Email Andrea

WE - Beal/Boxler - 000036



Andrea sent me the copy of the updated spreadsheet “Password Record.” She had updated the facts that she knew ITEM 17ATO
pertaining to this incident. She also sent me the documentation showing the records of the IP address that had been 17D
used to log into my accounts.

4/19/22 11:00am Phone Dr. Thompson, Nick Ciarniello, Eric
call Johnson
I was asked to sit in on a conference call with Eric Johnson and explain what had happened. | explained all that | knew
and also gave the documentation that | had to be sent to Mr. Johnson, the attorney representing the district. |
explained that | felt that | had been violated as an employee and asked what my rights were. He said he had to work
with the district first to figure out what they needed to do and could not assist me with that. He did ask me to leave
the call and said he could not answer questions because it would be a conflict of interest to talk with me present.

4/19/22
I contacted an attorney and asked them what | should do. They explained that in fact, it was my obligation to report
this to the police because it was possible that student accounts had been placed in jeopardy. After that, | called
Chuck Popic (Willoughby PD) to find out if he could take a report from me. This did not happen because | was asked
by the Eastlake Police department to hold off until they could work with the Willoughby Police Department on this
together and speak with me at the same time.
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4/22/22, 11:47 AM Gmail - Re: Meet invite from Catharine Beal - Tuesday, 2/22/22 - 7:00 p.m.

M Gma" I I E M 1 Catharine Beal <catharinebeal@gmail.com>

Re: Meet invite from Catharine Beal - Tuesday, 2/22/22 - 7:00 p.m.

1 message

Tammy <tammygwynn@yahoo.com> Tue, Mar 1, 2022 at 12:16 PM
To: Nicholas Brown <nicholas.r.brown4@gmail.com>

Cc: allaben@me.com, Catharine Beal <catharinebeal@gmail.com>, Steve Thompson <w.estevethompson@gmail.com>

Hi All,

Went to credit union this afternoon and got put on the account. Nick should probably go up there and be added as well.
She reset online access, let me know if you need to get in. New checks ordered. Let me know if there's anything else |
need to do.

Sent from my iPhone
Tammy

On Feb 24, 2022, at 4:53 PM, Nicholas Brown <nicholas.r.brown4@gmail.com> wrote:

Thanks for your efforts, Tammy and Bruce!
Nick

Nicholas R. Brown, JD, MBA
(440) 376-3678

On Feb 24, 2022, at 4:17 PM, Bruce Allaben <allaben@me.com> wrote:

Excellent.

There is one check I'm waiting to clear at the Credit Union. After that clears, | will file one last
Finance Report with the BOE. That way you will only need to track (and file on the next
report) those contributions/expenditures which you have made since taking over the
committee. This will allow for a clean transition. Hopefully all will be completed by the end of

next week. Your first finance report would be due April 215t. I've attached the reporting
calendar from the secretary of state. I'll be happy to assist as needed with your first filing.

Thanks again,

Bruce

From: Tammy Wynn <tammyqgwynn@yahoo.com>

Sent: Wednesday, February 23, 2022 10:14 PM

To: 'Nicholas Brown' <nicholas.r.brown4@gmail.com>; Bruce Allaben <allaben@me.com>
Cc: 'Catharine Beal' <catharinebeal@gmail.com>; 'Steve Thompson'
<w.estevethompson@gmail.com>

Subject: Re: Meet invite from Catharine Beal - Tuesday, 2/22/22 - 7:00 p.m.

WE - Beal/Boxler - 000038
https://mail.google.com/mail/u/0/%ik=df35e55¢ef2 &view=pt&search=all & permthid=thread-a%3Ar5543968913416221141%7Cmsg-f%3A1726118620212388163&si...  1/3



4/22/22,11:47 AM

https://mail.google.com/mail/u/0/%ik=df3 5e55ef2 &view=pt&search=all&permthid=thread-a%3Ar5543968913416221141%7Cmsg-f%3A 17261186202 12388163 &si...

Gmail - Re: Meet invite from Catharine Beal - Tuesday, 2/22/22 - 7:00 p.m.

| just filed The Designation of Treasurer form electronically.

On Tuesday, February 22, 2022, 07:34:46 PM EST, Bruce Allaben <allaben@me.com>
wrote:

Tammy/Nick-

Thanks for taking over the committee.

Attached is the designation of treasurer form which should be filed immediately. You may
want to also bring a copy of this to the WES credit union when you transfer signatory
responsibility. You will want to have new checks printed with your address. | can provide
online banking username/password once the transfer is complete.

The official name of the committee is:

Willoughby-Eastlake Levy Campaign

It is a ballot issue political action committee (PAC).

| also included chapter 8 of the Campaign Finance Reporting handbook. This is the section
pertaining to ballot issue PACs.

Thom Seymour at the lake county board of elections is very helpful with any questions and
has always been willing to assist.

Thanks again,

Bruce Allaben

From: Catharine Beal <catharinebeal@gmail.com>

Sent: Sunday, February 20, 2022 9:23 PM

To: Bruce Allaben <Allaben@me.com>; Nicholas Brown <nicholas.r.brown4@gmail.com>;
Steve Thompson <W.estevethompson@gmail.com>; tammyqgwynn@yahoo.com;

WE - Beal/Boxler - 000039

213



4/22/22, 11:47 AM Gmail - Re: Meet invite from Catharine Beal - Tuesday, 2/22/22 - 7:00 p.m.

bill@theboxlers.com
Subject: Meet invite from Catharine Beal - Tuesday, 2/22/22 - 7:00 p.m.

It seems that this should work for everyone. If not, please let everyone know and we will
find another time.

Take care!

Catharine Beal has invited you to join a video meeting on Google Meet.
meet.google.com/kfs-brma-ypx

Or open Meet and enter this code: kfs-brma-ypx

<2022calendar.pdf>

WE - Beal/Boxler - 000040
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Gmail - Levy Website 4/21/22, 11:25 PM

~ ITEM 2
MY Gmail

Levy Website

bill@iamtechwise.com <bill@iamtechwise.com> Mon, Mar 28, 2022 at 9:06 PM
To: Catharine Beal <catharinebeal@gmail.com>

Hey Catherine,

| haven’t been able to receive the username and password for the supportweschools.org website from Nick yet. We're
buttoning everything up. The last thing we need to do is update the website. Can you share with me the user name
and password for it as well as the URL to login?

Thanks
Bill

Bill Boxler
Chief Knowledge Office/Digital Age Guru

Tech Wise llc

440.840.2702

https://mail.google.com/mail/u/0/?ik=df35e55ef2&view=pt&search...f%3A1728602124688009318&simpl=msg-f%3A1728602124688009318&mb=1 Page 1 0of 1
WE - Beal/Boxler - 000041



Gmail - RE: Levy Website 4/22/22, 12:11 AM

Mo |TEM 3

RE: Levy Website

bill@iamtechwise.com <bill@iamtechwise.com> Tue, Mar 29, 2022 at 5:51 PM
To: Catharine Beal <catharinebeal@gmail.com>
Cc: Nicholas Brown <nicholas.r.orown4@gmail.com>

Thanks Catherine! You did great with it! Thanks for all your help with this transition.

Bill

From: Catharine Beal <catharinebeal@gmail.com>
Sent: Tuesday, March 29, 2022 5:41 PM

To: Bill Boxler <bill@iamtechwise.com>

Cc: Nicholas Brown <nicholas.r.brown4@gmail.com>
Subject: Re: Levy Website

Hi Bill. The login for the website is the following email address ||| | GGG - thc password
<5 o 'ogin, | google "weebly login" and click on the link.

I think we transferred the email address over to Nick in case they ask you to authenticate your login. | have copied him
so that he can confirm.

The website is just a Weebly site and each time | build it out. | think it will be fairly easy for you since you are much
more talented in this area then | am.

Let me know if you have any questions.

Catharine

On Mon, Mar 28, 2022 at 11:10 PM <bill@iamtechwise.com> wrote:

' Hey Catherine,

https://mail.google.com/mail/u/0/?ik=df35e55ef2&view=pt&search...f%3A1728672708709051693&simpl=msg-f%3A1728672708709051693&mb=1 Page 1 of 2
WE - Beal/Boxler - 000042



Gmail - RE: Levy Website 4/22/22,12:11 AM

| haven’t been able to receive the username and password for the supportweschools.org website from Nick yet.

We're buttoning everything up. The last thing we need to do is update the website. Can you share with me the user
name and password for it as well as the URL to login?

| Thanks
Bill

Bill Boxler

Chief Knowledge Office/Digital Age Guru

Tech Wise llc

440.840.2702

https://mail.google.com/mail/u/0/?ik=df35e55ef2&view=pt&search...f%3A1728672708709051693&simpl=msg-f%3A1728672708709051693&mb=1 Page 2 of 2
WE - Beal/Boxler - 000043



Gmail - Invitation: (No Subject) @ Thu Mar 31, 2022 11:30am - 12:30pm (EDT) (catharinebeal@gmail.com)

Memit [ TEM 4

Invitation: (No Subject) @ Thu Mar 31, 2022 11:30am - 12:30pm (EDT)
(catharinebeal@gmail.com)

4/22/22, 8:35 AM

wecontinuedexcellence@gmail.com <wecontinuedexcellence@gmail.com> Thu, Mar 31, 2022 at 11:34 AM
Reply-To: wecontinuedexcellence@gmail.com

To: catharinebeal@gmail.com, nicholas.r.brown4@gmail.com, lawrence.vittori@sbcglobal.net, bill@iamtechwise.com

You have been invited to the following event.

(No Subject)
Thu Mar 31, 2022 11:30am — 12:30pm

Join with Google Meet
meet.google.com/ezs-nyza-gqx

more details »

catharinebeal@gmail.com

« wecontinuedexcellence@gmail.com
« catharinebeal@gmail.com

» nicholas.r.brown4@gmail.com

« lawrence.vittori@sbcglobal.net

. bill@iamtechwise.com

catharinebeal@gmail.com  Yes - Maybe - No more options »

Google Calendar

catharinebeal@gmail.com
| catharinebeal@gmail.com

https://calendar.google.com/calendar/

Learn More

D invite.ics
2K

https://mail.google.comlmaillulO/?ik:deSe55ef2&view:pt&search:...f%3A172883009112428810s&simpl=msg—f%3A1728830091124288105&mb=1

WE - Beal/Boxler - 000044
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Gmail - Updated invitation with note: (No Subject) @ Thu Mar 31, 2022 7pm - 8pm (EDT) (catharinebeal@gmail.com)

M Gmail ITEM 5

Updated invitation with note: (No Subject) @ Thu Mar 31, 2022 7pm - 8pm (EDT)
(catharinebeal@gmail.com)

4/22/22, 8:39 AM

wecontinuedexcellence@gmail.com <wecontinuedexcellence@gmail.com> Thu, Mar 31, 2022 at 4:10 PM
Reply-To: wecontinuedexcellence@gmail.com

To: catharinebeal@gmail.com, nicholas.r.orown4@gmail.com, lawrence.vittori@sbcglobal.net, bill@iamtechwise.com

This event has been changed with this note:
"Correcting the time to 7pm"
(No Subject)
Changed: Thu Mar 31, 2022 7pm — 8pm more details »
Join with Google Meet
meet.google.com/ezs-nyza-gqx

catharinebeal@gmail.com

« wecontinuedexcellence@gmail.com
« catharinebeal@gmail.com

« nicholas.r.brown4@gmail.com

- lawrence.vittori@sbcglobal.net

« bill@iamtechwise.com

catharinebeal@gmail.com  Yes - Maybe - No more options »

Google Calendar

catharinebeal@gmail.com
catharinebeal@gmail.com

https://calendar.google.com/calendar/

Learn More

invite.ics
D 2K

https://mail.google.com/mail/u/0/?ik=df35e55ef2&view=pt&search=...f%3A1728847487769072118&simpl=msg-f%3A1728847487769072118&mb=1

WE - Beal/Boxler - 000045

Page 1 0of 1



ITEM 6

Yesterday, 7:48 AM

New sign-in on Windows

¢

Your account is at risk if this wasn't you

Windows
Ohio, USA

Do you recognize this activity?

X No, secure account

v/ Yes, it was me

WE - Beal/Boxler - 000046
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SAYS IT WAS SIGNED OUT. = [ = |

s presess Gavice

WE - Beal/Boxler - 000047



4/22/22,12:15 PM

M Gmail

Gmail - Security alert

IT E M 8 Catharine Beal _

Security alert

1 message

Gooile <no-reiliﬁaccounts.ioogle.com> Tue, Apr 5, 2022 at 7:48 AM
To:

Google
A new sign-in on Windows

¢ I

We noticed a new sign-in to your Google Account on a Windows device.
If this was you, you don’t need to do anything. If not, we’ll help you secure
your account.

Check activity

You can also see security activity at
https://myaccount.google.com/notifications

WE - Beal/Boxler - 000048

https://mail.google.com/mail/u/0/%ik=df35e55ef2 &view=pt&search=all &permthid=thread-f%3 A 1729268904545484888% 7Cmsg-f%3A 1729268904545484888&sim...  1/1



4/22/22,12:17 PM Gmail - Re: Your Google Support Inquiry: Case ID _
Mcmal ITEM 9 catrarme oes |

Re: Your Google Support Inquiry: Case ID_

1 message

googleone-support@gooale. < -support@google.com> Sun, Apr 10, 2022 at 11:00 PM
TOM

Hi Catharine,
| hope this email finds you well!

Good day! My name is Rianne and I'll be helping you with this issue on behalf of my colleague. She is already out of office
and for faster resolution, I'll be writing on her behalf.

In regards to that, I'm afraid that we don't have that kind of information. You can still check in your recent security activities
and see if it will provide the IP address, but | can't guarantee it will since IP address depends on the WiFi that device was
connected to.

| hope you understand. Stay safe and have a great day!

Thanks,
Rianne
The Google One team

Google One Android app | one.google.com | Google One Help Center

© Google LLC, 1600 Amphitheatre Parkway, Mountain View, CA 94043

WE - Beal/Boxler - 000049
https://mail.google.com/mail/u/0/?ik=df35e55ef2 &view=pt&search=all &permthid=thread-f%3A1729583365049964121%7Cmsg-f%3A 17297792347216996 76 &sim...  1/1



., Search settings

o . -

View and manage saved passwords in your Google Account

ITEM 10
Passwords saved under
wecontinuedexcellence@gmail.com

Saved Passwords
Site Username Password
El facebook.com
™M accounts.google.com

™M accounts.google.com

]

™M accounts.google.com

™M accounts.google.com

™M accounts.google.com

%

_  ...schoolmessenger.co
. ...schoolmessenger.co
W  twitter.com

pschool.weschools.org

Never Saved

Sites which never save passwords will appear here

WE - Beal/Boxler - 000050



4/22/22, 12:24 PM

M Gmail

Gmail - Security alert

ITEM 11 o g

Security alert

1 message

Gooile <no-reiliﬁaccounts.ioogle.com> Tue, Apr 5, 2022 at 12:08 PM
To

Google

Your password was changed

4

The password for your Google account_was
changed. If you didn't change it, you should recover your account.

You can also see security activity at
https://myaccount.google.com/notifications

WE - Beal/Boxler - 000051

https://mail.google.com/mail/u/0/%ik=df35e55¢f2&view=pt&search=all&permthid=thread-%3 A 1729268904545484888%7Cmsg-f%3A 1729285211521907644&sim...  1/1



1ge Name, E-mail, Password

facebook

Facebook

Review Recent Login ITEM 12

Log in near Willoughby, OH, United States from Chrome for Windows 10 (April 5 at 3:35 PM)

y PR e b7

- R "
7l N
0 TR 2

Onawa' Montreal

Saint Paul
® 7
I
Milwaukee,
Chicago

UNITED
‘Denver STATES
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Review Recent Login

ITEM 13

Log in near Willoughby, OH, United States from Chrome for Windows 10 (April 5 at 3:35 PM)

S AT e b
,g\
3 L ’“*Montreal i
f Y D, ontreal g o

7

UNITED
.Denver STATES

Washington D.C:.
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H@ PowerSchool SIS ITEM 14 Welearme. Help

SAMPLE OF PARENT LOGIN TO POWERSCHOOL

STUDENT
Student Number:| STUDENT A 3
FIRST NAME| ID NUMBER Froe
=

4

Navigation
Grades and Attendance: [T GONEILA N

| g_' Grades and
"H Attendance
{?_-‘(D Grade History

Grades and Attendance Standards Grades

gg Report Card Attendance By Class
Last Week This Week

F Attendance Exp Course Q1 Q2 Q3 Q4 E1 F1 Absences T:
Q© History MTWHFMTWHF
— : Homeroom Gr
=) Email
E Notification 6 B

HR(M- ) Email A
(=] Teacher _(. ._. Ty, [i] 4

WE - Beal/Boxler - 000054



@WILLOIIGNIY-MWE ScHoots

Functions

Attendance
Dashboard
Enrollment Summary
Health Management
Importing & Exporting
Master Schedule
Special Functions
Sections Report
Special Programs
Teacher Schedules
Message Sender

Reports

System Reports
ReportWorks

PSCB Custom Reports
META Reports
sqiReports

People

Student Search

Stalf Search

Contact Search

Enroll Student

Create Staff

Create Contact

Ohio Student Contacts
Phone Search

Setup

District
System

MBA Plugins
MBA Covid Plugin

Start Page

District Office v/ 21-22 Year v

Quick Data &

AtRisk

j a 1.4

PK4 K12 3 4 5667 89 101 1213 14 FMAI
Stored Searches Stored Selections View Field List Advanced MuitiSelect

Current Student Selection (0)

[E‘ There are no search results,

ITEM 15

1.05K

700

] 3s0
0

Some Moderat  High Red Alert
e

View At Risk

POWERSCHOOL LOGIN - ADMIN ACCOUNT

WE - Beal/Boxler - 000055



Type
Admin
Admin
IAdmln
Admin
Admin
Admin
Admin
Admin
Admin
Admin

User

Beal, Catharine
Beal, Catharine
Beal, Catharine
Beal, Catharine
Beal, Catharine
Beal, Catharine
Beal, Catharine
Beal, Catharine
Beal, Catharine
Beal, Catharine

.

School
District
District
District
District
District
District
District
District
District
District

v

Login Date

4/6/22
3/30/22
3/24/22
3/24/22
3/22/22
3/19/22
3/19/22
3/14/22
3/10/22

3/9/22

1S

r

Login Time  Log out Date

18:53:29
10:58:34

8:42:52
14:17:35
12:48:04
15:06:13
18:32:54
13:02:50
12:44:45
21:20:32

4/6/22
3/30/22
3/24/22
3/24/22
3/22/22
3/19/22
3/19/22
3/14/22
3/10/22

3/9/22

o

Log out Time
19:34:54
11:51:37

9:25:04
15:00:42
13:29:09
15:55:07
19:14:32
13:45:19
13:25:57
22:00:58

n

Minutes Online
4142
53.05

42.2
43.12
41.08

48.9
41.63
42.48

412
4043

1 ]

Page Views  Log out reason

7 Auto log off
18 Auto log off
18 lAuto log off
24 Auto log off
13 Auto log off
88 Auto log off
38 Auto log off
25 Auto log off
7 Auto log off
9 Auto log off

LY L

IP Address Platform
71.74.252.129 Windows
Macintosh
Macintosh
Macintosh
Macintosh
Macintosh
Macintosh
Macintosh
Macintosh
Macintosh

ITEM 16 POWERSCHOOL LOGIN TO BEAL ACCOUNT

WE - Beal/Boxler - 000056




DATE TIME

3/29/22 5:40 p.m.

3/31/22 7:00 p.m.

4/5/22 7:48 a.m.

4/5/22 12:08 p.m.

4/5/22 3:35 p.m.

approx 6:00
4/6/22 p.m.

4/6/22 6:53 PM

Event Attended by:

Person

ITEM 17A

NOTES

From CB to Nick

Email response Brown/Bill Boxler

Levy Meeting vi. Bill Boxler
Catharine Beal
Nick Brown

Lawrence Vittori

Email Catharine Beal
District

Facebook Failed login
Account (Old  attempt.
Account) 71.74.252.129
Phone call

from Calif

Login to CB

Work

Powerschool  IP Address:
account 71.74.252.129

CB was asked for information regarding login for levy
website. This was sent back in reply. This email also
contained information about the levy email address,

wecontinuedexcellence@gmail.com Beal

Meeting focused on discussion regarding levy materials,
how to do mailings, postage, signs, etc. CB stated during
the call that they should have everything they need
(website, email, past records for board of election
reporting) and asked if they needed anything else. No other
requests were made.

Item #1 Beal

CB received an email at _stating

there had been a new sign-in to google account from a
windows device. Item #2a, 2b, 2c Beal

CB changes her gmail password Beal

CB learned this later when she checked all sites on 4/6. IP
address used was 71.74.252.129 Item 3a,3b  Beal
CB received 2 phone calls from number in California. She
answered call #2. It was a recorded message from
Facebook giving a verification code for the new login. Beal
Login to cb Powerschool account for 41 min 42 seconds, 7

page views. CB learned of this after computer services had

run the records on morning of 4/7/22. It can not be

determined which pages were viewed.

Reporting

Wem Beal/Box@#al000057



DATE TIME

Event Attended by:

- |ITEM 17B

w

"~

4/6/22

4/6/22 7:07 p.m.

4/6/22 7:08 PM

4/6/22 7:17 PM

7:18:00 PM-
4/6/22 7:23 PM

4/6/22 7:46 PM

7:46:00 PM-

4/6/22 7:56 PM

4/6/22 8:11 PM

Steve
Thompson//Bill
Phone call Boxler

Steve Thompson/
Text Catharine Beal

Steve Thompson/
Phone Call Andrea Tredent

Catharine
Beal/Andrea
Phone Call Tredent

Phone Call Andrea Tredent

Catharine
Beal/Andrea
Phone Call/ Texi Tredent

Andrea Tredent/
Phone Call Catharine Beal

Andrea Tredent/
email Catharine Beal

Reporting
Person

Steve Thompson received a phone call from Mr. Boxler

stating the he had used a levy email or website (ST not sure

which was stated) and Mr. Boxler explains that with that he

can see passwords to several accounts, He asks, "is
amiliar?"

Steve Thompson contacts Catharine Beal via text for the cell
number of Andrea Tredent

Steve Thompson contacts Andrea Tredent and asks her to
contact Mr. Boxler in regards to the levy email address
account that Catharine Beal had given Mr. Boxler access to.
Mr. Boxler's phone number was texted to Andrea by Dr.
Thompson at 7:11 pm

Catharine Beal indicated that she had given the levy
committee the wecentinuedexcellence email address
credentials as instructed. She referenced a conversaticn she
had with Dr. Thompson that Mr. Boxler was able to recite
one of Dr. Thompson's old passwords. Andrea Tredent
Indicated that whenever there is concern about a password
or account being compromised, that it was best practice to
change your passwords.

Andrea contacts Bill Boxler. Mr. Boxler conveyed that he
logged into the levy committee email address and realized
there was account information saved in the levy committee
gmail account by a previous user. Andrea Tredent made the
assumption that Mr. Boxler was refering to Catharine Beal as
she had led the committee in the past. Mr. Boxler indicated
that he would wipe out the saved information but was
concerned that since other individuals had access to the
account that the saved information could be out on the
internet. Andrea Tredent indicated that she would follow
up with the affected users and make sure that any school
account passwords were changed.

Andrea missed a call from Catharine Beal. Andrea texted
that she would call back in a few minutes.

Andrea called Catharine back and recounted the
conversation with Mr. Boxler. She advised Catharine to
change her password and to have Dr. Thompson to do the
same.

Email from Andrea Tredent to Catharine Beal with password
reset instructions.

Thompson

Beal

Tredent

Tredent

Tredent

Tredent

Tredent

Tredent

WE - Beal/Boxler - 000058



DATE TIME Event

4/6/22 9:05 p.m. Text

evening after
4/6/22 9:00 p.m.

4/6/22 11:32 PM email

4/7/22 6:43 AM text message

7:30-8:30
4/7/22 AM

_ Attended by:

Catharine
Beal/Andrea
Tredent

Catharine Beal

Catharine
Beal/Andrea
Tredent

Andrea
Tredent/Steve
Thompson

Andrea
Tredent/Sue
Costello/Dave
Hiner

NOTES

ITEM 17C

CB contacts Andrea to learn if her passwords would sync to
Steve Thompson's history. She explains only accounts that
were signed in and passwords saved. She did not see the levy
account as a profile on Dr. Thompson's Chrome when she
had helped him login to his office computer in the past and is
guessing it's only his email/active directory password.

CB logs in to find out what passwords may have been used,
changes all passwords, find the information about Facebook
and the login attempts. Work email password is not yet
changed.

Catharine emails that she was unsuccessful in resetting
school account passwords.

Andrea Tredent texts Dr. Thompson to indicate that his email
password has been reset and that the remainder of his
school accounts will be reset that morning.

Andrea Tredent investigates account login information.
Confirms that there is no unusual device activity for Dr.
Thompson's and Catharine Beal's email addresses. Logs into
School Messenger to determine there is no unusual activity
and changes Dr. Thompson's and Catherarine Beal's
password. Andrea asks Sue Costello to pull login history for
Catharine Beal's Powerschool account and change Dr.
Thompson and Catharine Beal's Powerschool Password.
Andrea Tredent asks Dave Hiner to reset Catharine Beal and
Dr. Thompson's Active Directory/email password.

Reporting

~ Person

Beal

Beal

Tredent

Tredent

WE - Beal/Boxler - 000059 e dent



DATE

~ TIME  Event
4/7/22 8:12 AM email
4/7/22 8:30 a.m. Meeting
4/7/22 10:49 Email

4/7/22 around 11 am

4/8/22 around 10 am Meeting

Attended by:

Sue
Costello/Andrea
Tredent/
Catharine Beal

Catharine
Beal/Andrea
Tredent

Andrea
Tredent/Steve
Thompson

Andrea Tredent

Andrea
Tredent/Steve
Thompson/
Charles Murphy

NOTES /IIEM 1 7 D =8

Sue Costello emails Powerschool Login Information to
Andrea Tredent. Andrea Tredent determines there is an
unknown Windows login to powerschool in the login
records. Andrea Tredent forwards this email and the
temporary password to Catharine Beal.

Andrea assists CB to secure all accounts, explain what has
happened and change passwords

Andrea emailed Dr. Thompson to indicate that there had
been no unauthorized access to his school accounts and that
we had changed his passwords and also communicated this
with his secretary.

Andrea Tredent conducted further research in the Google
Admin Console in reference to the unauthorized
Powerschools login from the 71.74.252.129 IP address. It
was determined that the only school gmail account logins
from this IP address were Mr. Boxler and [l his

household. Item 5

Andrea Tredent updated Dr. Thompson and Mr. Murphy in
regards to the levy committee gmail account. Andrea
Tredent indicated that there was an unauthorized login to
Powerschool which accessed 7 pages on Catharine Beal's
account which subsequently timed out after 41 minutes and
that the only school accounts that were logged into from
that IP address were Mr. Boxler and members of his
household. Andrea indicated to Dr. Thompson and Mr.
Murphy that, after consultation with Dave Hiner, the
district's network administrator, there was no evidence of
additional data or security threats at the district level and
that the district passwords that may have been
compromised as a result of user error have be changed and
additional security measures added.
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Type

Admin
Admin
Admin
Admin
Admin
Admin
Admin
Admin
Admin
Admin

User

Beal, Catharine
Beal, Catharine
Beal, Catharine
Beal, Catharine
Beal, Catharine
Beal, Catharine
Beal, Catharine
Beal, Catharine
Beal, Catharine
Beal, Catharine

School

District
District
District
District
District
District
District
District
District
District

EXHIBIT H

Login Date Login Time LogoutDate LogoutTime Minutes Online

4/6/2022
3/30/2022
3/24/2022
3/24/2022
3/22/2022
3/19/2022
3/19/2022
3/14/2022
3/10/2022

3/9/2022

18:53:29
10:58:34

8:42:52
14:17:35
12:48:04
15:06:13
18:32:54
13:02:50
12:44:45
21:20:32

4/6/2022
3/30/2022
3/24/2022
3/24/2022
3/22/2022
3/19/2022
3/19/2022
3/14/2022
3/10/2022

3/9/2022

19:34:54
11:51:37

9:25:04
15:00:42
13:29:09
15:55:07
19:14:32
13:45:19
13:25:57
22:00:58

41.42
53.05

42.2
43.12
41.08

48.9
41.63
42.48

41.2
40.43

Page Views Log outreason |IP Address Platform

7 Auto log off
18 Auto log off
18 Auto log off
24 Auto log off
13 Auto log off
88 Auto log off
38 Auto log off
25 Auto log off

7 Auto log off

9 Auto log off

71.74.252.129 Windows

Macintosh
Macintosh
Macintosh
Macintosh
Macintosh
Macintosh
Macintosh
Macintosh
Macintosh
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EXHIBIT |

Date User Event Description IP address
2022-04-11T11:29:52-04:00 william.boxler@weschools.org Login success William Boxler logged in 71.74.252.129

2022-04-05T718:09:30-04:00 william.boxler@weschools.org Login success William Boxler logged in 71.74.252.129

2022-04-05T16:19:57-04:00 william.boxler@weschools.org Login success William Boxler logged in 71.74.252.129

2022-03-14T17:58:55-04:00 william.boxler@weschools.org Login success William Boxler logged in 71.74.252.129

2022-03-09T17:22:45-05:00 william.boxler@weschools.org Login success William Boxler logged in 71.74.252.129

2022-02-15T12:56:25-05:00 william.boxler@weschools.org Login success William Boxler logged in 71.74.252.129
2022-02-11713:51:21-05:00 william.boxler@weschools.org Login success William Boxler logged in 71.74.252.129
2022-02-09T15:48:54-05:00 william.boxler@weschools.org Login success William Boxler logged in 71.74.252.129
= I I
2022-02-02T16:37:43-05:00 william.boxler@weschools.org Login success William Boxler logged in 71.74.252.129
2022-02-02T09:56:52-05:00 william.boxler@weschools.org Login success William Boxler logged in 71.74.252.129
2022-02-01715:20:15-05:00 william.boxler@weschools.org Login success William Boxler logged in 71.74.252.129
2022-01-30T08:50:26-05:00 william.boxler@weschools.org Login success William Boxler logged in 71.74.252.129
2022-01-26T11:07:51-05:00 william.boxler@weschools.org Login success William Boxler logged in 71.74.252.129
2022-01-24T09:35:50-05:00 william.boxler@weschools.org Login success William Boxler logged in 71.74.252.129
2022-01-21T17:21:02-05:00 william.boxler@weschools.org Login success William Boxler logged in 71.74.252.129
2022-01-21T17:08:07-05:00 william.boxler@weschools.org Login success William Boxler logged in 71.74.252.129
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